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ABSTRACT

This study addresses critical cybersecurity vulnerabilities within U.S. infrastructure sectors,
particularly energy, water, and healthcare, where high-severity vulnerabilities and ransomware
continue to pose significant risks. The study applied a multi-method analytical approach comprising
logistic regression, K-means clustering, Interrupted Time Series (ITS), Difference-in-Differences
(DiD), and Kaplan-Meier survival analysis to identify, prioritize, and evaluate vulnerabilities across
these essential sectors to provide insights into sector-specific risks and framework effectiveness.
Logistic regression models were specifically used to quantify the likelihood of incidents by
examining vulnerability attributes. In contrast, K-means clustering was used to access insights into
patterns of shared vulnerabilities unique to each sector. The ITS and DiD analyses were also used
to measure the National Cybersecurity Strategy’s effect, showing a 3.7% reduction in incidents
post-intervention, particularly within the healthcare sector. Furthermore, Kaplan-Meier survival
analysis was used to assess how long systems withstand attacks, highlighting that ransomware
has the most immediate and costly impact, with average recovery costs reaching $540,000 per
incident. These findings aver the need for proactive cybersecurity defences across critical
infrastructure, where the potential for disruption directly impacts public safety and economic
stability. To strengthen resilience, the study recommends tailored, sector-specific cybersecurity
frameworks, the prioritization of high-risk vulnerabilities, a reinforced zero-trust architecture, and
expanded public-private collaboration for real-time threat intelligence sharing, as adopting these
strategies in the U.S. can contribute to developing a more adaptive cybersecurity infrastructure
capable of countering evolving threats.

Keywords: Critical infrastructure; ransomware; cybersecurity frameworks; survival analysis;

vulnerability clustering.
1. INTRODUCTION as malware, ransomware, and phishing. For
instance, in 2024, the FBI disclosed that Chinese
infiltrated U.S.

Integrating technology into critical infrastructure
has markedly enhanced efficiency and
accessibility but has also introduced significant
cybersecurity vulnerabilities. As digital
dependencies increase across essential sectors
such as energy, water, healthcare, and
transportation, the risk of cyberattacks targeting
these critical systems grows. Sobb et al. (2002)
note that these sectors are vital to national
security and economic stability. Nevertheless,
their interconnected nature makes them
susceptible to cyber adversaries employing
increasingly complex strategies to disrupt
services, access sensitive data, or achieve
financial gain. The cyber threat landscape has
evolved considerably in recent years, with state-
sponsored actors, cybercriminals, and hacktivist
groups using sophisticated techniques to breach
infrastructure security (Mallick & Nath, 2024;
Adigwe et al., 2024).

The extensive network of critical infrastructure in
the United States is especially vulnerable to
cyberattacks. The energy sector, including power
grids, pipelines, and essential facilities, is crucial
to national security and economic resilience.
However, George et al. (2024) report that this
sector remains exposed to cyber intrusions such
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state-sponsored hackers had
critical infrastructure, positioning themselves to
initiate large-scale disruptions amid geopolitical
conflict potentially. Additional threats come from
Iranian and Russian cyber units; Iranian actors
frequently target U.S. healthcare, government,
and energy systems, often exploiting
weaknesses in firewall configurations and VPNs,
while Russian military cyber divisions deploy
advanced tools like WhisperGate malware to
penetrate critical systems by exploiting software
vulnerabilities, as documented by Aljohani
(2022). Moreover, pro-Russian hacktivist groups
have manipulated control systems in U.S. water
treatment facilities, altering water quality
parameters and threatening public health.

These cybersecurity risks are not unique to the
United States. Several countries facing similar
threats have developed innovative, effective
cybersecurity strategies. Strat (2023) explains
that Israel’s National Cyber Directorate, for
example, has secured the national energy grid
through centralized oversight, real-time
monitoring, and proactive threat detection.
Following a major cyberattack in 2007, Estonia
established a robust cybersecurity framework
through the Information System Authority (RIA)
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to protect public infrastructure. Roshanaei (2021)
posits that these examples demonstrate how a
coordinated national approach to cybersecurity,
integrating policy, technology, and governance,
significantly enhances infrastructure resilience
and provides valuable insights for the U.S.

Past cyber incidents further underscore the
urgency of improving cybersecurity within the
United States. The 2021 Colonial Pipeline attack
exemplifies the severe consequences of
inadequate network segmentation between
business and operational systems, which led to
widespread fuel shortages along the East Coast.
This incident prompted significant policy
changes, including introducing stricter incident
reporting requirements for critical infrastructure
and an increased emphasis on network
segmentation to reduce vulnerability, as noted by
Makrakis et al. (2021). Similarly, the 2020
SolarWinds supply chain breach exploited
weaknesses in the software update process,
compromising numerous government agencies
and private organizations. These events illustrate
the necessity of adopting a zero-trust security
model and securing supply chains, especially
given the extensive reliance of critical
infrastructure on third-party software systems
(Akinola et al., 2024; Collier & Sarkis, 2021).

Quantitative data further reveals the urgency of
enhancing cybersecurity defences. Riel (2024)
reports that from January 2023 to January 2024,
critical infrastructure globally faced over 420
million cyber incidents, equivalent to an average
of 13 attacks per second. The U.S. power grid
alone saw an increase in identified weak points,
rising from 21,000 in 2022 to nearly 24,000 in
2024. Financially, the impact of cyberattacks is
significant; for instance, ransomware recovery
costs averaged $2.73 million per incident in
2024, intensifying the economic toll from
operational disruptions. Employee susceptibility
to phishing also remains high, with 34.3% of
employees identified as vulnerable in 2023. Odo
(2024) emphasizes that targeted training has
proven effective in reducing this vulnerability,
underscoring the importance of education in
building organizational resilience against social
engineering attacks.

The U.S. government has launched various
initiatives to strengthen cybersecurity resilience
in response to the escalating threat landscape.
The Cyber Incident Reporting for Critical
Infrastructure Act of 2022 mandates that critical
infrastructure entities report cyber incidents to
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the Cybersecurity and Infrastructure Security
Agency (CISA) within 72 hours and any ransom
payments within 24 hours. Zabierek et al. (2021)
observe that this legislative framework and joint
advisories from CISA, the FBI, and the NSA
represent a more unified national cybersecurity
stance intended to enhance coordination across
sectors. However, Safitra et al. (2023) contend
that while these measures improve reactive
response capabilities, shifting toward a proactive
cybersecurity stance remains crucial.
Specifically, the implementation of rigorous
cybersecurity protocols to address both existing
and emerging threats is essential, as
demonstrated by Russian actors’ use of
reconnaissance tools like Nmap to exploit
weaknesses in U.S. infrastructure (Arigbabu et
al., 2024; Modesti et al., 2024).

Given the breadth and sophistication of these
cyber threats, strengthening cybersecurity across
uU.S. critical infrastructure requires a
comprehensive approach that addresses both
structural vulnerabilities and emerging risks. This
research examines cybersecurity within key U.S.
sectors—particularly  energy, water, and
healthcare—by identifying common
vulnerabilities and evaluating the effectiveness of
existing defences. Drawing from domestic and
international best practices, this study offers
targeted recommendations to improve
cybersecurity resilience, emphasizing public-
private collaboration, advanced technology
integration, and a cohesive national security
strategy. Through a comparative analysis of
successful and unsuccessful cases, this study

integrates best practices, advanced
technologies, and collaborative partnerships to
reinforce  the resilience of U.S. critical

infrastructure against a continuously intensifying
cyber threat environment. The study achieves
the following objectives:

1. Identifies and prioritizes critical
vulnerabilities within the energy, water, and
healthcare sectors, which are highly
targeted due to increasing exposure points
and significant operational risks.

Evaluates the effectiveness of current
cybersecurity frameworks and standards
(the National Cybersecurity Strategy) in
mitigating risks specific to the energy,
water, and healthcare sectors.

Analyzes evolving threat vectors affecting
these  sectors, including advanced
persistent threats, ransomware, and
nation-state hacking, to assess potential
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impacts on service continuity and public

safety.
4. Proposes targeted recommendations to
strengthen cybersecurity measures,

enhance public-private collaboration, and
improve incident response protocols within
these critical sectors to ensure greater
resilience against future threats.

2. LITERATURE REVIEW

The threat environment surrounding critical
infrastructure has intensified, with sophisticated
threat actors—including state-sponsored entities,
ransomware syndicates, and supply chain
exploiters—heightening  security  challenges.
Advanced Persistent Threats (APTSs), particularly
those supported by nation-states, pose
substantial risks to national security. In 2024, the
FBI reported Chinese actors embedded within
U.S. critical infrastructure, highlighting the
strategic placement of adversaries aiming to
disrupt systems during geopolitical crises, which,
as cited by the U.S. Government Accountability
Office (GAO), represents a long-term risk to
immediate operations and overall economic
stability. Consequently, Nova (2022) contends
that such intrusions demand sustained vigilance
to preserve strategic and operational resilience.

Ransomware attacks exacerbate these security
concerns, with attackers targeting key sectors
like energy and healthcare for financial gain and
operational disruption. Fitzgerald and Matthew
(2022) observe that the 2021 Colonial Pipeline
ransomware incident, which led to extensive fuel
shortages on the U.S. East Coast, exemplifies
the potential of ransomware to incapacitate
essential services. Recent data indicate that the
financial toll of these attacks is mounting, with
2024 figures placing the average recovery cost at
$2.73 million per incident. As these incidents
reveal, organizations within critical infrastructure
must prioritize robust defences, given their
vulnerability to multi-stage ransomware that
combines phishing, malware, and sophisticated
exploitation techniques, creating an increased
demand for adaptive, real-time threat responses
(Olabaniji et al., 2024; Vasani et al., 2023).

Supply chain vulnerabilities further compound
risks to critical infrastructure security. The 2020
SolarWinds breach, in which attackers infiltrated
the software update process, underscores the
inherent dangers within compromised supply
chains. According to Jimmy (2024), this incident
underscores the necessity for rigorous security
across the entire supply chain, as even trusted
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software can serve as a vector for widespread
infiltration, exposing interconnected systems to
cascading effects. CISA, along with the GAO,
advocates for secure software development
practices, rigorous vetting of third-party vendors,
and continuous monitoring of software updates.
Hassija et al. (2020) assert that securing the
supply chain is indispensable, as a compromised
vendor can jeopardize multiple systems and
sectors.

Collectively, these interlinked threats illustrate an
urgent need for a comprehensive cybersecurity
strategy within critical infrastructure. Effective
countermeasures, such as adaptive defences,
informed threat intelligence, and secure supply
chain protocols, must address the increasing
complexity of cyber threats (Tsiknas et al., 2021).
While foundational frameworks provide initial
protection, ongoing advancement of strategies
and technologies is necessary to safeguard
critical national assets from an ever-evolving
threat environment (Asonze et al., 2024; Obi et
al., 2024).

2.1 Critical Vulnerabilities by Sector

Unique cybersecurity challenges have plagued
each critical infrastructure sector, as defined by
its operational characteristics and reliance on
interconnected systems. For instance, the energy
sector's vulnerabilities largely stem from its
reliance on legacy systems that lack modern
cybersecurity protocols. As highlighted earlier,
outdated software and limited network
segmentation are key risks, exposing this sector
to advanced malware and ransomware attacks.
Despite recent efforts to improve network
segmentation following high-profile attacks,
challenges remain due to the complexity and age
of systems (George et al., 2024). Addressing
these vulnerabilities requires balancing legacy
system upgrades with cybersecurity measures
that do not disrupt critical operations.

However, unlike energy, the water sector's rapid
integration of new technologies—such as remote
sensors and automated control systems—
introduces different vulnerabilities. These newer
technologies often lack stringent cybersecurity
protections, making them easy targets for cyber
adversaries. Documented cases of hacktivists
manipulating water control systems underscore
the public health risks associated with
cyberattacks on this infrastructure. Without
adequate security enhancements, the sector's
heavy reliance on Supervisory Control and Data
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Acquisition (SCADA) systems further
exacerbates these risks. This combination of
newer technologies and limited IT resources
necessitates proactive threat management and
improved cybersecurity protocols tailored to
emerging technologies within this sector.

On the other hand, the healthcare sector’s
vulnerabilities are largely tied to its dependence
on networked medical devices and electronic
health records (EHR), making it especially
susceptible to ransomware. Weak firewall
configurations and minimal cybersecurity training
among healthcare staff have created an
environment where phishing and malware threats
are prevalent (Aljohani, 2022). The sector's

recent expansion into telemedicine has
introduced additional exposure, as remote
access security protocols are often

underdeveloped. This sector requires strong data
protection policies and technical defences to
secure patient data and prevent operational
disruptions.

While SCADA systems present a common
vulnerability across sectors, each infrastructure
type faces distinct challenges. Legacy issues
predominate in energy, new technology adoption
brings risks to water, and healthcare’s sensitivity
to data breaches requires tailored defences.
These variations highlight the importance of
sector-specific cybersecurity strategies that
consider each sector's unique operational
realities and risk profiles. A targeted approach
remains essential for effective and adaptive
cybersecurity across critical infrastructure.

2.2 Case Studies of Cybersecurity in
Critical Infrastructure
Israel and Estonia exemplify proactive

cybersecurity strategies, demonstrating how
centralized oversight and advanced technologies
enhance critical infrastructure resilience.
Mitsarakis (2023) explains that Israel’s National
Cyber Directorate, responsible for securing its
energy sector, integrates real-time monitoring
and early detection systems that reduce
response times to cyber incidents by
approximately 40%. Rakas et al. (2020) also
argue that simulation-based training strengthens
Israel’'s preparedness by identifying
vulnerabilities in controlled environments, while
automated anomaly alerts and advanced
intrusion detection systems maintain continuity
across critical sectors.
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Similarly, Estonia restructured its cybersecurity
framework following a 2007 cyberattack on
government systems, which, according to Hardy
(2022), formed the Estonian Information System
Authority (RIA). Skierka (2023) states that this
agency enhances resilience through secure
digital identity systems and strict data protocols,
which reportedly reduced the success rate of
cyberattacks by 60% over the past decade.
Estonia’s commitment to secure e-government
services, including digital voting and tax
administration, highlights the efficacy of
coordinated, centralized cybersecurity strategies
in protecting national infrastructure (Arigbabu et
al., 2024; Espinosa & Pino, 2024).

In contrast, the 2021 Colonial Pipeline
ransomware attack highlights vulnerabilities from
insufficient cybersecurity measures. George et
al. (2024) report that the attack, resulting in fuel
shortages across the U.S. East Coast, exposed
weaknesses in network segmentation,
underscoring the need for preventive practices
like segmented network architecture and robust
backup systems. Following the attack, the Cyber
Incident Reporting for Critical Infrastructure Act
of 2022 mandated rapid incident reporting to
CISA to improve response capabilities. AL-
Hawamleh (2024) emphasizes that while reactive
measures are essential, preemptive
cybersecurity strategies remain crucial for long-
term resilience.

Ukraine’s experience with cyberattacks on its
power grid in 2015 and 2016 further underscores
the importance of robust cybersecurity. These
incidents, attributed to state-sponsored actors
and documented by Kravchenko et al. (2024),
caused extensive power outages affecting over
225,000 residents. These events revealed
significant  vulnerabilities  within  Supervisory
Control and Data Acquisition (SCADA) systems,
leading Ukraine to seek international support for
fortifying SCADA security and adopting defence-
in-depth strategies (Gbadebo et al., 2024, Livier,

2024).

Collectively, these cases illustrate the spectrum
of cybersecurity outcomes within critical
infrastructure.  While Israel and Estonia

showcase the benefits of proactive, centralized
defence mechanisms, incidents like the Colonial
Pipeline and Ukraine’s power grid attacks

underscore the need for preemptive and
collaborative cybersecurity measures.
Abdelkader et al. (2024) conclude that

comprehensive strategies combining real-time
monitoring, secure system design, and adaptive
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threat responses are essential for safeguarding
critical assets against increasingly sophisticated
cyber threats.

2.3 Evaluating Existing Cybersecurity
Standards and Practices

The National Cybersecurity Strategy and the
NIST Cybersecurity Framework are central
components in the United States strategy for
securing critical infrastructure against
increasingly complex cyber threats. The National
Cybersecurity Strategy advocates a risk-based
approach to resilience, emphasizing public-
private collaboration and information sharing,
which Idengren (2024) argues is essential for a
coordinated defence. This framework has
fostered notable improvements; the
Cybersecurity and Infrastructure Security Agency
(CISA) reports a 20% decrease in successful
cyber incidents across critical sectors, a
reduction attributed to enhanced inter-sectoral
cooperation, according to Lanz (2022).
Complementing this, the NIST Cybersecurity
Framework provides structured risk assessment,
incident response, and continuous monitoring
guidance. Al-Mousa et al. (2024) posit that
organizations adhering to the NIST framework
observe a 30% improvement in threat detection
speed, strengthening their overall cybersecurity
posture. However, resource allocation and
interoperability challenges persist across sectors,
limiting the seamless integration of these
standards (Hazra et al., 2023; Joeaneke et al.,
2024).

The Cyber Incident Reporting for Critical
Infrastructure Act of 2022 further underscores the
importance of rapid incident reporting and
coordinated response efforts. This legislation
mandates that cyber incidents be reported within
72 hours, with any ransom payments reported
within 24 hours. Rifa (2024) states these
requirements aim to streamline threat intelligence
sharing and enhance response efficiency. GAO
data shows a 40% increase in incident reporting
rates, enabling CISA to consolidate and address
threat data more swiftly, reducing average
response times by an estimated 25%.
Nonetheless, experts caution that while the Act
strengthens reactive capabilities, it does not
comprehensively address the need for preventive
measures, suggesting that further policies
promoting proactive defences may be necessary.
(Ibrahim & Saber, 2023; Joeaneke, et al., 2024).

International cybersecurity practices, particularly
in Israel and Estonia, provide valuable models for
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enhancing U.S. cybersecurity. Arash Mahboubi
et al. (2024) explain that Israel's National Cyber
Directorate, which employs centralized oversight
and real-time intelligence sharing, has effectively
reduced successful cyber incidents through
adaptive defences. Similarly, Estonia’s
Information System Authority (RIA) has reduced
cyberattack success rates by implementing
continuous monitoring and secure digital identity
systems. In the views of Ge et al. (2022), these
centralized governance models could serve as
beneficial examples for the U.S., as such
frameworks support efficient coordination and
enhanced incident response.

While the United States cybersecurity standards
have strengthened critical infrastructure security,
adaptive  strategies are essential. The
experiences of |Israel and Estonia, as
documented by Rossi et al. (2020), illustrate the
potential of integrated governance and proactive

measures in cybersecurity frameworks. By
incorporating lessons  from international
successes, the U.S. can further fortify its
defences, ensuring critical infrastructure

remains resilient against evolving cyber threats
(Daniel & Segun, 2024; John-Otumu et al.,
2024).

2.4 Technological Solutions for
Cybersecurity in Critical
Infrastructure

The application of advanced technologies,

including artificial intelligence (Al), blockchain,
and zero-trust  architecture, significantly
enhances cybersecurity within critical
infrastructure, addressing complex and evolving
threats. Al and machine learning (ML) have
particularly advanced threat detection by
enabling real-time monitoring and swift response.
Maddireddy and Maddireddy (2020) report that
Al-driven systems now achieve 95% accuracy in
identifying cyber threats, effectively reducing
false positives and allowing cybersecurity teams
to concentrate on genuine risks. According to
Syed et al. (2023), Al-enabled detection tools
have improved response times by approximately
30%, analyzing large datasets in real-time to
detect irregularities before they develop into
threats. This automation reduces costs,
especially in the energy and finance sectors, by
minimizing manual monitoring, aligning well with
proactive cybersecurity strategies designed to
mitigate potential risks (Joseph, 2024; Mizrak,
2023).
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Traditionally associated with financial
applications, blockchain technology now plays a
critical role in securing supply chains within
critical infrastructure by ensuring data integrity
and transparency. Gudala et al. (2022) posit that
blockchain’s decentralized ledger, resistant to
tampering, effectively mitigates unauthorized
data access risks. Initial applications within
supply chains indicate a 45% decrease in
unauthorized access incidents, as blockchain
technology embeds data verification and access
control directly within its architecture. The
National Institute of Standards and Technology
(NIST) advocates for blockchain to counter
supply chain attacks, particularly in tracking the
origin of software components, a priority for
preventing breaches similar to the SolarWinds
incident. Nonetheless, Habib et al. (2022)
emphasize that blockchain’s full integration faces
challenges, notably scalability and compatibility
with legacy systems, necessitating additional
research to optimize its application within critical
infrastructure sectors.

Zero-trust architecture provides an additional
layer of cybersecurity by implementing the
principle of “never trust, always verify,” requiring
all access requests to be authenticated
irrespective of origin. This approach contrasts
with traditional models that inherently trust
internal network activities, a vulnerability
exploited in incidents like the SolarwWinds breach.
Following such events, numerous organizations
have adopted zero-trust frameworks, reducing
internal incident rates by 60% through rigorous
access control and continuous authentication, as
Daah et al. (2024) documented. By segmenting
network access and verifying identity at each
interaction, zero-trust architecture is particularly
effective against insider threats and safeguards
interconnected systems within critical
infrastructure. However, the full-scale adoption of
zero-trust can be resource-intensive, requiring
careful alignment with each sector’'s specific
operational needs (Mustyala & Allam, 2024;
Ogungbemi et al., 2024).

Al, blockchain, and zero-trust architecture
together form a multi-layered approach that
addresses varied cybersecurity needs within
critical infrastructure. While Al and ML facilitate
proactive threat detection, blockchain ensures

data integrity, and zero-trust architecture
reinforces access control. Yaseen (2024)
concludes that this integrated approach

enhances resilience by combining technology,
continuous monitoring, and adaptive responses
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to counteract sophisticated cyber threats

effectively.

2.5 Public-private  Collaboration  and
Incident Response

Public-private  collaboration has  become

essential to cybersecurity resilience within U.S.
critical infrastructure, as partnerships among
government agencies, industry bodies, and
cybersecurity experts enhance threat intelligence
sharing and incident response capabilities. The
Financial Services Information Sharing and
Analysis Center (FS-ISAC) demonstrates the
effectiveness of such collaborations in the
financial sector, where collective defence efforts
and data-sharing initiatives have reduced
incident frequency by approximately 25%, as
reported by the Cybersecurity and Infrastructure
Security Agency (CISA). FS-ISAC enables real-
time data exchanges that facilitate swift
identification and mitigation of cyber threats
(Wallis & Leszczyna, 2022). These partnerships
improve situational awareness, streamlining
incident response and bolstering sector-specific
security measures, particularly within finance
(Okon et al., 2024; Roshanaei, 2023).

Despite these benefits, challenges must be
addressed in optimizing public-private
collaboration. Fragmented communication,
inconsistent data-sharing protocols, and the
absence of standardized frameworks often
hinder efficient, coordinated responses. Williams
(2020) reports that approximately 35% of cross-
sector cyber incidents experience delays due to

misaligned objectives or operational silos
between public and private entities. The
Government  Accountability — Office  (GAO)

identifies these inconsistencies as barriers to
effective cybersecurity, as varying terminologies
and reporting standards frequently lead to clarity
and efficient response. Moreover, Perera et al.
(2022) observe that limited trust between sectors
restricts data sharing, with many private
organizations concerned about liability risks and
reputational impacts if information were to be
leaked. These issues underscore the need for
robust frameworks that encourage mutual trust
and standardize collaborative practices across
sectors (Chukwu et al., 2023; Oladoyinbo et al.,
2024).

The Cyber Incident Reporting for Critical
Infrastructure Act of 2022 attempts to address
some of these barriers by mandating structured
reporting protocols to enhance response times
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and improve data accuracy. This Act requires
that cyber incidents be reported within 72 hours
and ransom payments within 24 hours,
facilitating quicker threat assessment and
smoother inter-agency coordination. According to
Ang (2022), CISA reports a 40% improvement in
incident response rates among organizations that
comply with these requirements, allowing for
more effective threat resolution. Tahmasebi
(2024) argues that while the Act has
strengthened reactive response capabilities, it
does not fully address the need for proactive risk
management. GAO suggests that integrating
incentives for preventive cybersecurity measures
within  the Act could encourage critical
infrastructure sectors to strengthen defences
ahead of potential threats, fostering a more
proactive security posture (Franchina et al.,
2021; Selesi-Aina et al., 2024).

Collectively, public-private partnerships and
legislative mandates like the Cyber Incident
Reporting Act highlight advancements in
cybersecurity collaboration, yet challenges in
trust and standardization persist. According to
Cantelmi et al. (2021), reinforcing collaboration
frameworks and incorporating incentives for
preventive security measures represent essential
steps toward enhancing the resilience of U.S.
critical infrastructure, fostering a more unified
approach to addressing escalating cyber threats.

3. METHODOLOGY

This study utilizes quantitative methods to
enhance  cybersecurity in  U.S. critical
infrastructure, focusing on the energy, water, and
healthcare sectors. Data were sourced from the
Cybersecurity and Infrastructure Security Agency
(CISA), the National Vulnerability Database
(NVD), and related cybersecurity reports. The
methodology addresses three core objectives:
identifying and  prioritizing  vulnerabilities,
assessing  framework  effectiveness, and
analyzing evolving cyber threats.

To pinpoint vulnerabilities (objective 1), data on
incident frequency, vulnerability types, and
severity scores were collected from the CISA
incident database and NVD. Logistic regression
and K-means clustering were applied to identify
and prioritize high-risk vulnerabilities. Logistic
regression assessed the probability (P) of a
vulnerability leading to a cyber incident, defined

by:

logit(p) =In (1 f >

) = Po + B1X1 + o Xz + o+ PnXy
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Where X, are characteristics of vulnerabilities
(e.g., severity score, exploitability), and Bn are
the regression coefficients. Odds ratios (ef)
ranked vulnerabilities, identifying high-priority
risks.

As for the cluster analysis, K-means clustering
grouped vulnerabilities by attack vector, affected

system, and risk level using the objective
function:
k
J= ) =
i=1 x€C;

Where k is the number of clusters, Ci represents
each cluster, x each vulnerability, and pi the
cluster centroid. This enabled insights into
shared and sector-specific vulnerabilities.

To evaluate the effectiveness of cybersecurity
frameworks (objective 2), the study applied
Interrupted Time Series (ITS) and Difference-in-
Differences (DiD) analyses using CISA incident
data to measure the impact of the National
Cybersecurity Strategy and NIST Frameworks on
incident rates. The ITS model measured incident
frequency over time:

Yo = Bo + BTy + B2 X + €,

Yt is the incident frequency at time t, Tt
represents time progression, Xt denotes the
period post-framework implementation, and et is
the error term. This captures the immediate and
long-term effects of framework adoption.

The DiD analysis further compared incident
trends between sectors with and without
frameworks:

Yy = a + B,Post, + B,Treatment; + f;(Post, X Treatment;) + €;;

Where Yit is the incident rate for sector | at time t,
Postt indicates post-implementation, Treatment
identifies framework-adopting sectors, and fs
captures differential impact.

Finally, to analyze evolving cyber threat vectors
(objective 3), the study examined the incident
frequency, financial impact, and duration of
threats such as ransomware, malware, and
phishing using survival analysis and multivariate
regression. Kaplan-Meier analysis estimated the
probability  S(t) that  systems remain
uncompromised over time:
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S)=P(T >1t)

Where T represents the time until a cyber
incident occurs, allowing assessment of
immediate threat severity.

In addition, using multivariate regression, the
study analyzed the financial impact across
recovery costs, operational disruptions, and lost
revenue:

Y =Bo+ Xy + B Xy + -+ BpXn + €

Where Y is the financial impact, Xn independent
variables (e.g., threat type, sector), and fn
regression coefficients, enabling prioritized
resource allocation based on economic impact.

4. RESULTS AND DISCUSSION
4.1 Results

To evaluate and prioritize vulnerabilities within
U.S. critical infrastructure sectors, specifically
focusing on energy, water, and healthcare, the
vulnerability age, severity, and exploitability were
examined. The analysis offers insights into the
unique and shared vulnerability profiles across
these essential sectors, aligning to identify and
prioritize critical vulnerabilities for improved
cybersecurity defence.

The result is presented through two primary
tables—Logistic Regression Odds Ratios (Table
1) and Cluster Centroids (Table 2)—as well as
visualizations: the Vulnerability Age Distribution
by Sector (Fig. 1) and the Radar Plot of
Vulnerability Characteristics Across Clusters

(Fig. 2).
4.1.1 Logistic regression odds ratios

Table 1 displays the odds ratios derived from the
logistic regression analysis, quantifying the effect

of each wvulnerability characteristic on the
likelihood of a cyber incident.

The odds ratio for Severity Score (1.027)
indicates that vulnerabilities with higher severity
are slightly more likely to lead to cyber incidents,
suggesting that severity should be a critical factor
in prioritization. Exploitability, with an odds ratio
of 0.790, shows a modest inverse relationship,
which could reflect that certain mitigations are in
place for vulnerabilities known to be highly
exploitable. Vulnerability Age, at 0.764, implies
that newer vulnerabilities might present a greater
risk, potentially due to fewer defences, thus
emphasizing the importance of monitoring
recently identified vulnerabilities.

4.1.2 Cluster analysis for
characteristics

vulnerability

Table 2 shows the centroids of each identified
cluster, representing average values for Severity
Score, Exploitability, and Vulnerability Age. This
clustering aids in identifying shared and sector-
specific vulnerability characteristics.

Cluster 1 exhibits lower severity and moderate
exploitability, representing vulnerabilities of
moderate age. Cluster 2 has high severity and
older age, suggesting long-standing
vulnerabilities with high risk, particularly in legacy
systems. Cluster 3 presents the highest severity
and recent age, highlighting vulnerabilities that
pose an immediate and substantial threat across
sectors.

4.1.3 Vulnerability age distribution by sector

Fig. 1 illustrates the distribution of vulnerabilities
by age—categorized as Recent, Moderate, and
Older—across energy, water, and healthcare.
This distribution shows how infrastructure age
affects the prevalence of vulnerabilities and
emphasizes where mitigation efforts should be
prioritized.

Table 1. Logistic Regression Odds Ratios

Feature Odds Ratio
Severity Score 1.027
Exploitability 0.790
Vulnerability Age 0.764

Table 2. Cluster Centroids for Vulnerability Characteristics

Cluster Severity Score Exploitability Vulnerability Age
1 1.782 0.548 3.394
2 5.286 0.514 7.079
3 7.515 0.529 2.897
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A balanced distribution across age categories in
the energy sector points to a mix of emerging
and longstanding vulnerabilities, suggesting
potential legacy issues that may need
addressing. The water sector’'s vulnerabilities
tend to be more recent, indicating the adoption of
newer technologies with security risks that may
not yet be fully mitigated. In healthcare,
moderate-age vulnerabilities dominate,
suggesting vulnerabilities long enough to be
exploited but possibly lacking full mitigation
measures.

Fig. 2 provides a radar plot comparing severity,
exploitability, and vulnerability age across

clusters, visualizing the relative intensity of each
characteristic.

Cluster 1 shows lower severity with moderate
exploitability, indicating moderate-risk
vulnerabilities. Cluster 2 has high severity but
moderate  exploitability and older age,
representing legacy vulnerabilities that, while not
immediately exploitable, still pose significant
risks. Cluster 3 exhibits the highest severity and
recent age, marking new, high-risk vulnerabilities
that require immediate attention, particularly in
sectors like healthcare, where high-severity
vulnerabilities are emerging.

Severity Distribution by Sector

Count

Severity ¢
Lc

.

—

Count

Exploitability Distribution by Sector

Count

=

Fig

Exploitahi

Vulnerability Age Distribution by Sector

Healtheare |

Water

Sector

. 1. Vulnerability Age Distribution by Sector

Cluster 1
Cluster 2
Cluster 3

Fig. 2. Radar Plot of Vulnerability Characteristics Across Clusters
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These findings underscore the importance of
tailored cybersecurity strategies. It provides a
clear prioritization framework, advocating for
legacy management in the energy sector,
proactive defences for newer vulnerabilities in
water, and focused mitigation for moderate-age
vulnerabilities in healthcare.

4.1.4 Evaluation of cybersecurity framework
effectiveness in critical infrastructure
sectors

To evaluate the effectiveness of current
cybersecurity frameworks in critical infrastructure
sectors, focusing on assessing incident trends
before and after adopting the National
Cybersecurity  Strategy and the  NIST
Cybersecurity Framework. An Interrupted Time
Series (ITS) and Difference-in-Differences (DiD)
analyses were adopted; the findings provide
insight into how these frameworks impact
incident frequency, detection rates, and
mitigation success in sectors adopting structured
cybersecurity strategies.

4.1.5 Interrupted Time Series (ITS) analysis

The ITS analysis evaluates changes in incident
frequency over time, specifically assessing the
impact of framework adoption on reported
incidents. Table 3 displays the results of the ITS
analysis, indicating a decline in incident

frequency post-intervention, as reflected by a
negative coefficient for the intervention variable.
Although this reduction is not statistically
significant, it suggests a potential downward
trend in incidents associated with framework
implementation.

Fig. 3 provides a line plot illustrating incident
frequency over time, with a clear intervention
point representing the adoption of the
cybersecurity framework. The pre-and post-
intervention trendlines demonstrate a slight
incident decline, aligning with the ITS findings.
This visualization supports the observation of a
gradual decrease in incident frequency following
framework implementation, although additional
factors may contribute to this trend.

4.1.6 Difference-in-Differences (DiD) analysis

The DiD analysis compares incident trends
between sectors that adopted the cybersecurity
frameworks and those that did not, providing a
clearer view of the differential impact of
framework adoption. Table 4 shows a statistically
significant reduction in incidents in the post-

intervention period, with a coefficient of
-3.7 for the post-intervention variable. The
treatment  variable shows a marginally

significant reduction in incidents, suggesting a
measurable benefit for sectors implementing the
framework.

Table 3. ITS Analysis results show the effect of framework adoption on incident frequency

Variable Coefficient p-value
Constant 10.30 0.000
Time (B1) -0.13 0.437
Intervention (32) -3.33 0.089

14}
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—e— Incident Frequency
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Fig. 3. Interrupted Time Series (ITS) Analysis: Incident Frequency Over Time with Framework
Adoption Intervention Mark
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Table 4. Did Analysis results comparing framework-adopting sectors to control sectors?

Variable Coefficient p-value
Constant (a) 11.0 0.000
Post-intervention (1) -3.7 0.013
Treatment (32) -2.6 0.074
Interaction ($3) 1.9 0.348

In Fig. 4, a bar chart compares the average
incident frequencies for treatment and control
groups across pre- and post-intervention periods,
with error bars indicating variability. The
treatment group, representing sectors adopting
frameworks, shows a notable decline in incident
frequency post-intervention, aligning with the DID
analysis findings. This differential reduction
highlights the frameworks’ effectiveness in
reducing incident rates and enhancing overall
cybersecurity.

Groups Across Pre and Post-Intervention
Periods: This evaluation provides evidence
supporting these frameworks' continued and
enhanced adoption to bolster national
cybersecurity resilience.

Analysis of Evolving Cyber Threat Vectors in
Critical  Infrastructure  Sectors:  Survival
probabilities and economic impacts for each
threat were examined to analyze the evolving
cyber threat vectors  affecting critical
infrastructure—specifically Advanced Persistent
Threats (APTs), ransomware, and phishing. This
analysis assesses resilience duration and

141

= =
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T

Average Incident Frequency

financial impact, offering insights for resource
prioritization and defence strategies.

Findings are presented in two tables: Survival
Analysis (Kaplan-Meier) Results (Table 5) and
Economic Impact of Threat Vectors (Table 6).
They are accompanied by three visualizations:
the Survival Probability Line Plot (Fig. 5), the
Economic Impact Breakdown by Threat Vector
(Fig. 6), and the Incident Count vs. Total
Economic Impact Scatter Plot (Fig. 7).

Survival Analysis of Threat Vectors: Table 5
provides survival probabilities over 10, 30, and
60 days for ransomware, malware, and phishing.
Ransomware presents the most immediate risk,
with a survival probability of 0.85 at 10 days,
dropping to 0.45 at 60 days, indicating that
ransomware breaches critical infrastructure
systems more quickly. In contrast, malware
exhibits higher resilience with a survival
probability of 0.92 at 10 days, declining more
gradually to 0.68 at 60 days. Phishing presents a
moderate resilience profile, with a survival
probability starting at 0.88 at 10 days and
decreasing to 0.55 by 60 days.

Treatment Pre Treatment Post

Control Pre Control Post

Fig. 4. Difference-in-Differences (DiD) Analysis: Incident Frequency for Treatment and Control
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Table 5. Survival probabilities For critical infrastructure resilience against various cyber
threats

Threat Vector Survival Probability

Survival Probability

Survival Probability

(10 days) (30 days) (60 days)
Ransomware  0.85 0.65 0.45
Malware 0.92 0.80 0.68
Phishing 0.88 0.72 0.55
Fig. 5 illustrates survival probabilities across the = Ransomware incurs the highest costs across all
three threat vectors, visually comparing categories, with an average recovery cost of

resilience duration. Ransomware shows the most
rapid decline, emphasizing the need for rapid
detection and response to mitigate its
potential impact. Malware's higher survival
probability underscores its longer breach
timeline, suggesting a need for persistent
monitoring.

4.1.7 Economic impact of threat vectors

Table 6 summarises the estimated economic

$540,000 per incident, combined with notable
losses in revenue ($220,000) and operational
disruptions ($160,000). Phishing presents similar
economic impacts, while malware incurs lower
costs in each category.

Fig. 6 presents a breakdown of economic impact
by cost type for each threat vector, showing that
ransomware’s recovery costs dominate its
economic footprint. Phishing also incurs high
recovery costs, while malware’s economic impact

impact of each threat vector, including the is comparatively lower, suggesting a less
number of incidents, recovery costs, lost intensive immediate resource  allocation
revenue, and operational disruption costs. requirement.
Threat Vector
091 —e— Ransomware
Malware
Phishing
0.8}
Py
E
8
© 0.7
o
©
2
b
=]
M 0.6
0.5
10 20 30 40 50 60
Time (Days)

Fig. 5. Survival Probability Over Time by Threat Vector

Table 6. Estimated the economic impact of different threat vectors, highlighting incident
frequency and financial implications across recovery, revenue loss, and operational disruption

Threat Incident Recovery Cost  Lost Revenue Operational Disruption
Vector Count ($K) ($K) Cost ($K)

Ransomware 15 540 220 160

Malware 10 480 190 140

Phishing 12 515 210 155
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Fig. 6. Economic Impact Breakdown by Threat Vector.
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Fig. 7. Incident Count vs. Total Economic Impact by Threat Vector.

Fig. 7 visualizes the relationship between
incident count and total economic impact for
each threat vector. Ransomware’s high incident
count and substantial economic impact
underscore its critical threat status, warranting
prioritized defences and resources. With
moderate incident count and economic impact,
phishing also requires attention, while malware's
lower overall impact may be addressed with
ongoing monitoring.

The findings indicate that ransomware poses the
most immediate and financially impactful threat
to critical infrastructure sectors, with significant
recovery costs and a rapid time to breach.
Phishing also represents a considerable threat in
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terms of economic impact, while malware
exhibits a lower impact profile. The combined
insights from survival analysis and economic
impact data suggest that resources should be
allocated in alignment with these threat vectors'
specific risk profiles, emphasizing rapid response
capabilities for ransomware and moderate
defences for phishing and malware. This
approach supports a prioritized cybersecurity
strategy, enhancing resilience and reducing the
economic burden on critical infrastructure.

4.2 Discussion

The findings from this study underscore the need
for a multidimensional approach to bolstering
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cybersecurity across U.S. critical infrastructure,
as distinct sectors reveal unique vulnerability
profiles that affect their exposure to cyber
threats. The results on vulnerability prioritization
reveal that severity remains a significant
determinant of cybersecurity risk, as shown in
Table 1, with the odds ratio of 1.027 for severity
score indicating a heightened likelihood of
incidents in the presence of severe
vulnerabilities. Such findings align with existing
literature  underscoring the criticality of
addressing severe vulnerabilities to prevent
exploitations (Mallick &  Nath, 2024).
Interestingly, exploitability exhibits a moderate

inverse relationship to incident likelihood,
suggesting that sectors have introduced
measures to mitigate highly exploitable

vulnerabilities. This trend resonates with the
containment strategies seen in sectors with
legacy systems (George et al., 2024). Further,
the age of vulnerabilities proves influential; newer
vulnerabilities tend to have fewer mitigations in
place, exposing sectors to immediate risks. This

aligns  with  current understandings in
cybersecurity literature, where more recent
vulnerabilities often lack robust

countermeasures, leaving systems particularly
susceptible to exploitation (Odo, 2024).

The clustering analysis of vulnerability
characteristics provides valuable insights,
distinguishing between sector-specific and cross-
sectoral vulnerabilities (see Table 2). Cluster 1,
characterized by moderate age and lower
severity, aligns with vulnerabilities that present
relatively lower risks across sectors, as observed
in foundational infrastructure elements with
controlled access points. In contrast, Cluster 2’s
high-severity, older vulnerabilities highlight a
pressing concern for legacy systems, which
represent substantial risks despite moderate
exploitability. This echoes the findings of
previous analyses where older vulnerabilities in
core systems persist as high-risk points,
requiring strategic intervention to address legacy
software weaknesses and longstanding exposure
(Makrakis et al., 2021). Cluster 3, displaying the
highest severity and most recent age, signals
immediate concerns, particularly for sectors like
healthcare, where the emergence of high-
severity vulnerabilities calls for urgent mitigative
strategies, a finding supported by Aljohani’s
(2022) observations on healthcare sector
exposure.

In evaluating the efficacy of current cybersecurity
frameworks, the Interrupted Time Series (ITS)
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and Difference-in-Differences (DiD) analyses
show a stronger effect of framework adoption on
incident rates. Although the ITS analysis does
not indicate a statistically significant decline in
incident rates post-intervention, the trend of
gradual reduction aligns with frameworks' long-
term effects, which aim to build resilience
through continual improvement (Table 3). The
DiD analysis, however, provides clearer evidence
of a framework-related reduction in incidents,
with a notable coefficient of -3.7 for the post-
intervention period (see Table 4). This differential
impact highlights the potential for structured
frameworks, like the National Cybersecurity
Strategy, to enhance defenses over time,
underscoring findings by Zabierek et al. (2021)
that emphasize incremental yet sustained
impacts on cybersecurity efficacy. Figs. 3 and 4
illustrate this impact, showing both the temporal
progression of incident reduction and the
comparative benefits in sectors adopting these
frameworks. This suggests the utility of
expanding such frameworks across sectors with
less comprehensive protocols (Safitra et al.,
2023).

When examining evolving cyber threat vectors,
survival analysis reveals the varying resilience
durations across ransomware, malware, and
phishing attacks, offering a perspective on the
immediacy and persistence of these threats
(Table 5). Ransomware presents the highest
immediate risk, with survival probabilities
showing a steep decline within the first 60 days,
underscoring the critical need for rapid response
capabilities as documented by Fitzgerald and
Matthew (2022) regarding the swift disruption
potential of ransomware attacks. In contrast,
malware demonstrates comparatively longer
resilience, suggesting that the industry may have
developed containment strategies that mitigate
rapid breaches, though the persistence of
malware remains a concern. Phishing, with
moderate resilience, underscores the continued
threat of social engineering, as indicated by Riel
(2024), who notes the effectiveness of employee

training in reducing this vulnerability. The
economic analysis further emphasizes
ransomware’s substantial financial toll, with

higher recovery costs and lost revenue across
incidents (Table 6). This reflects the urgency
observed in recent studies to contain
ransomware and reduce financial impact (Vasani
et al.,, 2023). Figs. 5, 6, and 7 provide a
comprehensive visualization of these findings,
highlighting the differential impact of each threat
vector on resilience duration and economic
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costs, with ransomware clearly positioned as the
most economically and operationally impactful.

These findings underscore the necessity for
targeted cybersecurity strategies tailored to
sector-specific vulnerabilities and evolving threat
vectors. The evidence reinforces the need for
ongoing framework adoption, legacy vulnerability
management, and an emphasis on rapid
detection and response capabilities, particularly
against ransomware. This study’s integrated
analysis of  wulnerability  characteristics,
framework efficacy, and threat vector impact
provides a foundational basis for prioritizing

cybersecurity resources, advancing the
discourse on infrastructure resilience, and
aligning with international best practices, as

documented by Strat (2023) and others in this
field.

5. CONCLUSION AND RECOMMENDATION

This study highlights cybersecurity vulnerabilities
across U.S. critical infrastructure sectors,
particularly energy, water, and healthcare. The
research reveals that certain vulnerabilities,
especially high-severity and recently identified
ones, present an immediate risk to system
resilience and demand prompt mitigation.
Though incremental, the effectiveness of current
cybersecurity frameworks shows measurable
impact in reducing incidents over time,
underscoring the value of structured frameworks
and continuous improvement efforts. Additionally,
the study emphasizes that ransomware poses
the most immediate and financially significant
threat, necessitating prioritized responses and
resource allocation.

Based on these findings, the recommendations
are as follows:

1. The U.S. should strengthen targeted
frameworks that focus on mitigating high-
severity, recent vulnerabilities, with a
particular emphasis on sectors most at
risk, such as healthcare.

2. Cybersecurity frameworks should expand
to include proactive resilience measures,
such as simulation-based training and
advanced threat detection, to address
legacy vulnerabilities.

3. Adopting a zero-trust architecture across
critical infrastructure sectors can mitigate
internal risks, particularly  against
ransomware.

4. Robust public-private partnerships, with
standardized protocols for real-time threat
intelligence sharing, should be fostered to

enhance incident response capabilities and
bolster collective resilience against cyber
threats across the critical infrastructure
landscape.
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